NupopmanuoHHbIe MaTePHAJIBI
o NPOoQUJIAKTHKE NPECTYIJIEHUH, COBEPIIEHHBIX ¢ UCIOJIb30BAHNEM HH(OPMAIMOHHO-
TeJIeKOMMYHUKALMOHHBIX TEXHOJIOT I

K namnbonee pacrnpocTpaHEHHBIM BHJIaM JTUCTAHIIMOHHBIX MOIICHHUYECTB, COBEPIICHHBIX
Ha Tepputopuu r. Cankt-IlerepOypra u JleHuHrpaackoit 006J1aCTH, OTHOCSATCS:

- «@uwunzy — BUI TUCTAHIIMOHHOTO MOIICHHWYECTBA, MPU COBEPIICHHH KOTOPOTO
3MIOYMBIIUICHHUKH (B X0/€  Tele(OHHOTO pa3roBopa, IMOCPEJICTBOM  HalpaBleHUs
AJEKTPOHHOTO MHUChMA UM CMC-COOOIICHUS) MOIYUYaloT JIMUYHbIE KOHPUIECHIIUAIbHBIC TAHHbIC
0 0aHKOBCKOH KapTe, HOMepe cYeTa, JJOTUHBI M Mapojiu JJis BXOJa B MHTEPHET-0aHK, a TakKe
napoju 0e30MacHOCTH, IMO3BOJISIONINE MPOU3BECTH CIMCAHWE HAXOAAMMXCS Ha OaHKOBCKOM
KapTe JCHEXKHBIX Cpe/CTB. JKepTBaMu yKa3aHHOTO BU/Ia MOIIIEHHUYECTBA 3a4aCTyH0 CTAaHOBSITCS
HE3aIUITICHHBIC, MaJIOOOPa30BaHHbIE, TOBEPUYUBBIC CIION HacelaeHus. [IpeacTaBissich 3a4acTyr0
COTPYJAHHKAMU KPEIUTHBIX OpraHu3alfii, MPeCTyMHUKH BBOJAT B 3a0Jy>KIEHUE TpaxkiaaH
OTHOCHUTEIHHO COBEPIIAEMbIX HECAHKIIMOHWUPOBAHHBIX CIHCAHWN JICHEKHBIX CPEJCTB,
OCYIIECTBJISIEMBIX MOKYIKaX | T.II., IOCJE Yero MPOCAT Ha3BaTh KOH(MUIEHIIMATIbHBIE CBEICHUS
C TNEThI0 TIPECEUCHUS BO3MOXKHOTO COBEPIICHHS TpecTyIuieHus. [paxkmane, mgoBepss
NOJIy4eHHOU WH(OpMAINK, >Kejash 00e30MacuTh CBOM JICHEXKHBIE CPENICTBA OT MPECTYIMHBIX
MOCSTAaTeNLCTB,  COOOIIAIOT  3ampalmBacMyr0  HHPOPMAIMIO, B  PE3yabTaTe  dYero
37I0YMBIIUICHHUKY MOXUINAIOT MPUHAUISKALTUE UM JCHEXKHbIE CPEICTBA.

- «ghapmunz» - Tporemypa CKpBHITOTO HampaBieHHS Ha JOXHBIM |P-ampec, To ecTh
HaIpaBJICHHE TI0JIb30BaTeNld Ha (UKTUBHBIM BeO-cailT, yalie BCEr0 HMCHOJb3YyEeMbIA ISt
npuoOpeTeHusl TOBapoB M yciyr (0zon.ru, avito.ru, aliexpress.ru, joom, biglion, kymunarop,
Kaccup.py, ouiierep, CaThl O MPOoAake OMUIIETOB Ha /Il M aBUATPAHCTIOPT U JIp.);

- «0eouinasa mpan3zakyua» (IpU OIUIATe TOBAapOB W YCIYr MNpojAaBell cooOmaeT o006
omuOKe, TmpearaeT TIOBTOPUTh ONEpalMio, a B JaJbHEHIIEM JIEHEKHbIE CpEICTBa
CITUCHIBAIOTCS JIBAYKIBI 110 KAXKIOW U3 TIPOBEICHHBIX OTICPAIIHIA)

- «mpannunz» (MaHUIYJSIIIUU C KapTPUAEPOM OAHKOMATOB, MO3BOJISIONIME JTUOO HE
BO3BpaIaTh KapTy BIAJCNbIly, JIMOO CHHCHIBATh BCE JAHHBIC KapThl I JAIBHEHUIIIETO WX
UCIIOJIb30BAHUS ).

I. OcHOBHBIE cXeMBbI Te1e(POHHOTO MOIIEHHHYECTBA!
1. OOwman o Tenedony.
3BOHOK COTpYJIHWKA OaHKa - KOTJa HEW3BECTHBIM MPEACTABISICTCS COTPYIHUKOM

CITy>KObI 0€30MacHOCTH Kakoro-imbo O0aHka M cooOmiaer, 4to ¢ Bamiero 0aHKOBCKOTO cyeTa
IPOUCXOMIAT OTIEPAIMH TI0 HECAHKITMOHUPOBAHHOMY CIIHMCAHHIO JICHEKHBIX CPEJICTB, U B IEIISAX
0€30MacHOCTH CYETa MpeJiaracT MepeBeCTH COCPEIKESHUS Ha «PE3CPBHBIIN WM «0€30TaCHBIN»
cuer. PacnipocTpanens! ciydae coobmenns nadopmarmu 06 opopmieHnn Ha Bac kpeaura u
HEOOXOIMMOCTH TPONTH B TNPHIOKEHUW OHJAWH-BaHKa 1Mo ONpeAciéHHON CCBIIKE IS €Tro

AHHYJIUPOBaHUS (BBIIIOIHUTH UHBIE UHCTPYKIIUH).



3BOHOK COTPYAHUKA TIPABOOXPAHHUTCIIBHBIX OpPradHoB - Koraa HEU3BECTHBIN

NPEJCTABISICTCS COTPYIHUKOM TIOJHUINH, CJIEOBATeNieM U T.J. U COOOIIAET, YTO MPOBOJIUTCS
Crieronepanusi M0 MOWMKE MOIICHHHKOB W JUIsi ATOTO HEOOXOIWMO TEpPEeBECTH JEHBIH Ha
«crienuanbHbI» cueT. Ilpu 3ToM TpeOyeT He 3BOHHTH B OaHK, TaK KaK COTPYJHUKH OaHKa
320IHO C MOIIICHHUKAaMH.

Bai pojcTBeHHUK, OO0 OJIM3KHUI YeIOBEK monai B Oeay (Hampumep, MaIuHOW COUIT

YyeJoBeKa WIM OOBHUHSETCS B COBEPIICHHM MPECTYIUICHUs), W 3aJep:KaH COTPYyJIHUKAMU
MOJIMIIUU, ¥ HEU3BECTHBIM COOOIIAET, 4TO JIJIsi OCBOOOXKIEHUSI HEOOXOIMMO MEePEBECTU Ha CUET
JICHEXKHbIE CpEeJCTBAa JUOO ISl NPUMHUPEHHUS C TOCTPAJABIIMM JUOO B KadyeCTBE B3ATKHU
COTpYJHUKaM MOJULIMH. BO3MOXHBI BapuaHThI, MPU KOTOPBIX B Pa3rOBOPE MOXKET NPUHSITH
y4acTue IKOObI COTPYIHUK MOJIMIINHU, KOTOPBIA OyAEeT MOTBEPKIATh CKa3aHHOE.

BAJKHO: DT10 3BOHAT MOIICHHHUKH (HECMOTPS Ha TO, YTO ONPEACIMBIIUICSA Ha
TenedoHe HOMEP MOXKET COOTBETCTBOBAThL HOMeEpY TenedoHa OaHKa WIIM TPaAaBOOXPAHUTEIIbHBIX
OpraHoB, 3a4acTyr0o — MockoBckoro peruoHa (499, 495... u T.1.), TaKk KaK OpU TMOMOIIH
CIEUUAJIBHBIX YCTPOMCTB MOIICHHUKHA MEHSIOT HOMEpa Ha aOCOJIOTHO JII0OOW HOMEp — Tak
Ha3bIBaeMbl€ MOJIMEHHBIE HOMEpPA), COTPYJHUKHN OaHKOB HUKOT/Ia HE 3BOHAT CBOUM KJIIMEHTaM,
u TeMm OoJsiee, HUKOTJa HE TPeOyIOT MEPEeBOAUTH C JUYHOTO cuera AeHbru. lIpencraBurenu
PaBOOXPAHUTEIIBHBIX OPraHOB MOTYT 3BOHUTH TOJBKO [JIi BbI30BA B IOMEIICHUS
PaBOOXPAHUTENILHBIX OPTAHOB C IEJIbIO MOTYyUYEeHUS] 0OBSICHEHUW, UCTPEOOBAaHUS JOKYMEHTOB
110 HAXOJIAIIUMCS B IPOU3BOJICTBE YTOJIOBHBIM J€JIaM U MaTepuajgaM MpOBEPOK.

[Ipyn mocTymjieHHMM TAaKOTO 3BOHKAa HEOOXOJUMMO MpepBaTh Pa3roBOp U NEPE3BOHUTH
TOMY, O KOM HJET peudb, JMOO B YyKAa3aHHBIA TOCYJApPCTBEHHBINM OpraH WIH KPEIUTHYIO
OpraHU3alUIo JJIsl TIEPENpOBEPKU HHPOpMAITIH.

2. O0MaH npu NoKynke (Mpoaaxe) TOBapa Ha HHTEPHET calTax
[IpenonnaTa 3a HECYIIECTBYIONIMI TOBAp - MOAACTCS 0OBSIBICHUE HA BOCTPEOOBAHHBIM

TOBAp C TMPUBJICKATEIBHOW 1I€HOW (HUXKE PBHIHOYHON) C MPUIOXKEHUEM HEHACTOSIINX
dotorpaduit. B xome oOIIeHHS «IMPOAABEI YKIOHSETCS OT BCTPEYH BBUIY >KHUTCHCKUX
npu4uH (HET BPEMEHM, 3aHSITOCTh Ha padoTe, yAaJeHHOCTh PACIOJIOKEHUs) M Mpeasiaract
OIUIATUTH TOBAp O€3HAIMYHBIM TUIATEKOM C TAPAaHTUPOBAHHOM MOCTEAYIONIEH TOCTAaBKON Yepe3
Kypbepa, HO MOCJIE MOJIYUYECHUS JICHET, MPOJIaBELl- MOIICHHUK NEPECTAET BBIXOAUTH HA CBS3b.

Omnnara MYJKAa 110 TTIOYTC HAJIOKCHHBIM IIIATCKOM - 3JIOYMBIIVICHHHUK IIBITAFOTCAA

BHayaJe 3arojay4yuTh NPEeoIIaTy Ha JOBEPHUH, €CIIM HE MOIYYaeTCs, TO MPEAIaratoT MoiayyuTh
3aKa3 Ha MoYTe, a MOTOM pacIUIaTUThCA. TO €cTh Ha MouTe Mepel] BblAauyeil 3aka3a BO3BMYT
JEHbIM B pa3Mepe ero CTOMMOCTH, a IMOKYIATellb BCKPBIB YMAKOBKY, BUIUT MOIJEIKY WIH
MYJISIK.

[Tokymnarenb copamuBaeT HoMep KapThl U kol U3 CMC - no Bamemy oOBsIBICHHIO O

MpoaaKC TOBApa B MHTCPHCTC Bam no3Bonun IMMOKYIIATCJIb U ITOIMPOCUI COO6IIII/ITB PCKBU3UTHI

0aHKOBCKOW KapThl (MPEIBAPUTEIHHO BBIICHUB HOMEp TeineoHa K KOTOPOMY IMPHUBS3aHA



KapTa) ¥ CMC-KOJI, YTOOBI TIEPEBECTH JACHBIH, SIKOOBI ATO HYKHO IS OAHKOBCKOTO TIEPEBOJIA.
Ha camoM fiene 3T0 MOIIEHHUK, KOTOPBIN MbITAETCS] BOMTH B JIMYHBIA KaOMHET OHJIaiiH-0aHKa U
crmcarth BCe JeHbru ¢ Bamero cyera.

BAKHO: OrmuiaunBaiiTe TOBAap TOJBKO IOCIE €ro IMOJY4YEHHUS] W TPOBEPKU U HE
OTHpaBJIsUTE JIEHbI'M B KadecTBe 3ajiora (3amarka). Jlns mepeBoja JIEHEXKHBIX CPEICTB
JI0OCTaTOYHO HOMeEpa TenedoHa U APyTroi AOMOTHUTEIbHON HH(pOpMAIIMU He TpeOyeTcs.

3. TesiepoHHbIE BUPYCHI

OueHb YacTo UCHOJIb3yeTCsl opMa MOIIEHHUYECTBA C MCIOJIb30BaHUEM TeIe()OHHBIX
BupycoB. Ha tenedon aboneHTa mpuxoaut cooOuieHue chemyromiero Buaa: «Bam mpumuio
MMS-coobmenue. s moaydeHus] TPOHIUTE TO CCBUIKE...». [Ipu mepexoae mo yka3aHHOMY
azpecy Ha TenaedOH CKauMBaeTCsl BUPYC M MIPOUCXOIUT CIIMCAHKE JICHEKHBIX CPEJICTB C BaIIETO
cyera.

Jlpyroii BuI MOIIEHHUYECTBA BBITISAUT Tak. [Ipu 3akaze Kakoi-mubo yciayru depes
SKOObl MOOWJIBHOTO OIlepatopa WM MpU CKauMBAaHUM MOOWIIBHOTO KOHTEHTa aOOHEHTY
OPUXOAUT MpeaynpexacHue Buaa: «Bwl cobupaerech OTHPaBUTH COOOIIEHHE HAa KOPOTKUM
HOMED ..., JUIsl TOATBEPKACHUS ONepaluu, OTIpaBbTe coodIIeHue ¢ udpoi 1, amas OTMEHbI ¢
mugpoit 0». [Ipu oTmpaBke MOATBEPKACHHS, CO cUeTa a0OHEHTAa CIHMCHIBAIOTCS JICHEKHBIE
cpeacTBa. MOIIEHHUKH HCMOJB3YIOT CHEHUANbHbIE MPOTrpaMMbl, KOTOpPbIE IO3BOJISIOT
aBTOMATHUYECKU T€HEPUPOBATh THICSIUM TakuX cooOmeHuil. Cpasy mocie nepeBoja JICHEr Ha
(danbIIMBBIA CUET OHU CHUMAIOTCA ¢ TenedoHa.

BAXHO: He cienyer 3BOHUTH MO HOMEPY, C KOTOPOTO OTIpaBiieH SMS — BIonHE
BO3MOXHO, UTO B 3TOM cliyyae ¢ Bamiero tenedona OylieT aBTOMaTUYECKH CHSTA KpymHas

CyMMa H IICPCXOAUTH I10 COMHUTCIIbHBIM CCBIJIKAM.

4. OwmunO04YHbBIN MepeBoj CPeacTB

AOonHenTy mnoctynaer SMS-cooOlieHue O TNOCTYIUIEHMM CpEACTB Ha €ro CYer,
HEPEBEICHHBIX C MOMOIIbIO yCiIyru «MoOmibHbIN nepeBoay. Cpa3y mociie 3TOro nocTynaer
3BOHOK U MY>KUMHA (WJIM >KEHIIMHA) COOOIaeT, YTO OMMUOOYHO TEepEeBEN JIEHbIU Ha €ro CUeT,
OpU 3TOM TMPOCUT BEpPHYTh HUX o00paTHO TeM ke «MoOuinbHBIM mepeBogom». B
JNEHUCTBUTEIBHOCTH JEHbI'M HE IOCTYyHaloT Ha TelnepoH, a YeNOBEK IEepEeBOJUT CBOU
coOcTBeHHbIE cpencTBa. Eciin MO3BOHUTH 1O yKa3aHHOMY HOMEPY, OH MOXET ObITh BHE 30HbI
nocryna. Kpome Toro, cymecTByroT Takue HOMEpa, MPU OCYILECTBIECHUHU BbI30Ba HA KOTOPBIE C
TesneoHa CHUMAIOTCs BCE CPEICTBA.

BAXHO: Ecau Bac mpocst nepeBectr siIkOObI OMIMOOYHO TEPEBEACHHYIO CyMMY,
HAIIOMHUTE, YTO ISl 3TOTO UCMOJb3yeTcs 4ek. OTroBopKa, YTO «4YeK MOTEPSH», CKOPEE BCETO,

CBUACTCIILCTBYCT O TOM, 4UTO C Bamn 06maeTc;1 MOIICHHUK.
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MOIEHHUYECTBA C BAHKOBCKUMH KAPTAMUA
bankoBCKasg Kapra — 3TO HHCTPYMEHT JUIA COBEPILICHMs IUIATEXKEH M JI0CTyla K

HAJIMYHBIM CPEICTBaM Ha cu€re, He TpeOyIoIuid Ui 3TOro npucyTcTBus B 0anke. Ho mpocrora
UCIOJIb30BaHUSI OAHKOBCKUX KApT OCTaBJISIET MHOXKECTBO JIA3€€K /1JIs1 MOILIEHHUKOB.

[Tpu mpoBeaeHNN oneparuii ¢ KapToil MoJIb3yHTECh TOJIBKO TEMH OAHKOMAaTaMH, KOTOPbIE
pacrnosoXeHbl B 0€30MacHbIX MeECTax M O00OpyJOBaHbl CHCTEMOH BHUJCOHAONIONECHUS WU
OXpaHOM: B rOCY/IapCTBEHHBIX YUPEKICHUAX, OaHKaX, KPYIHBIX TOPrOBBIX EHTPAX U T.JI.

CoBepiiasi omnepanuu C IUJIAaCTUKOBOW KapTOM, cjienuTe, 4YTOObI psIOM HE ObLIO
nocropoHHux Joae. Habupas [IMH-kon, npukpbiBaiiTe KiaBUATypy pyKOW. PexkBU3WTHI U
nr06ast mpoyvast H”HPoOpMaUs O TOM, CKOJIBKO CpencTB Brl cHsIM M kakue nudpsl BBOAUIU B
OaHKOMAT, MOTYT OBbITh HCIOJIb30BAHBI MOILIEHHUKAMHU.

OOpamaiiTe BHUMaHHE Ha KapTONPUEMHMK M KiaBuaTypy OaHkomaTta. Eciu oHu
000py10BaHbl KAKUMH-TTMOO TOTOJHUTEIBHBIMH YCTPOUCTBAMH, TO OT UCIIOIb30BaHUS JAHHOTO
OaHKOMarTa JIydille BO3JEP’KAaThCS U COOOIIUTh O CBOUX MOJO3PEHUSAX MO YKa3aHHOMY Ha HEM
Tenedony.

B cnyuae HexoppekTHOHM pabOThl OaHKOMaTa — €CIM OH JOJr0€ BpEeMs HaxOJIUTCS B

PEKUME OXHNAAHUA WX CaMOIIPOMU3BOJIBHO IICPE3arpykacrcsd — OTKAXUTCCb OT C€ro
HCIIOJIBb30BaHUA. Benuka BCPOATHOCTD TOTIO, qTo OH neperporpaMMupoOBaHd
3JIOYMBIIIJICHHUKAMMU.

Kak o0e30macurthb ce0s1 OT MOIIIEHHUKOB:

1. TlpoBepsiiite MHpOpMaLINIO, TOJYYEHHYIO B XOJ€ TeIe(OHHOTO pa3roBOpa U HHTEPHET
NEPENUCKU €  HEU3BECTHBIMU (OHM  MOTYT  MPEJCTABIATHCA  COTPYJHUKAMU
IPaBOOXPAHUTENbHBIX OPTaHOB, PEACTABUTENIAMHU KPEIUTHBIX OpraHu3aluil).

2. YcrtaHoBUTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JHUIEH3UPOBAHHOE aHTUBUPYCHOE
IpPOrpaMMHOE 0OECTIICUEHHE.

3. He ycranaBnuBaiiTe U He coxpaHsiTe 0e3 MpenBapUTEIHLHON MPOBEPKH aHTUBUPYCHOU
nporpaMmoi  (paisibl, MOJY4YEHHBIE W3 HEHAJIEKHBIX HCTOYHHUKOB: CKayaHHBIE C
HEU3BECTHBIX CaWTOB, MPHUCIAHHBIC IO SJEKTPOHHOW mouTe (MOAO3pUTEIbHBIE (halibl
Jydllie cpasy yAaysTh).

4. Hcnonb3yiTe Napoyiv HE CBA3aHHbIE ¢ Banmu nepcoHanbHbIMU JaHHBIMU.

5. Hu mpum kakux oOCTOSITENbCTBaX HE COOOLIANTE PEKBU3UTHI CBOMX OAHKOBCKUX CUETOB
(kapT), mapoJu U APYTYIO MEPCOHAIBbHYI0 HHPOPMAIIHUIO.

6. IlocraBbTe TMMHUT HA CYMMY CNIMCAHUH WM TIEPEBOA B TUYHOM KaOMHETe OaHKa.

7. Tlo BceM BO3HHKAIOUIUM BOMIPOCAM OOpaIaThCsi B OaHK, BBIAABIINI KapTy.

8. He BBIMONHATH HUKAKUX CPOYHBIX 3aMPOCOB K JIEHCTBUIO, B TOM YHUCIIEC MO yCTaHOBKE
KaKuX Obl TO HU OBLIO MPUIIOKEHUH.

9. He nepexoauTs HH MO KAKKM CCBIJIKAM, KOTOpBIE puxoaatT Ha e-mail wim no SMS.



10. O6Gpamate Ha Bce coobOmeHuss oT ©OaHka (Hampumep, eclii OHU COJepXKaT
rpaMMaTH4YeCKUe OIMOKK).

11. He nepe3BaHUBATh 110 HOMEpaM KOTOpbIe mpuxoaat Ha e-mail wim no SMS.

12. IlepenpoBepsiiiTe MOAIUHHOCT, HHTEPHET-CAMTOB, Ha KOTOPBIX OCYILIECTBIISIETE 3aKa3

TOBapa.

byabTe OauTEIbHDBI!



